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General Context

Limited visibility on
workstation health
before a failure A' Unexpected failures
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Scientific Context and Research Challenges

Limited observability: absence of dedicated mechanisms for

collecting workstation logs and performance metrics

Data quality limitations: missing labels and incomplete records

Integration and alignment of heterogeneous data sources (logs,

metrics, and incident tickets)

Challenges in conducting Root Cause Analysis (RCA) due to

insufficient data quality
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Research Questions

How can heterogeneous data be correlated to detect weak early-warning
signals of workstation failures ?

How can incident tickets be leveraged to identify root causes of workstation
failures ?




What heterogeneous data ?
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Log events

System logs
Hardware logs
WHEA logs
Applications logs

Metrics

¢ Performance Counter
(CPU, RAM, ...)

* Metadata (age, energy
consumption, ...)

Windows Event Viewer
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IT Tickets

* Incidents history
* User descriptions of faults
» Categorisation

ITSM tools

Knowledge Base

= Technical documentation
» Diagnostics procedure
= Troubleshooting
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Testbed Fault Injection (Ongoing Work)

— Context
* Injecting controled and reproducible failures in order to identify weak warning signals
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Testbed Experiments (Ongoing Work)

Fault Injections (CPU, Memory, Disk, network packet loss, network latency)
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Natural Language Processing (NLP)

CEC T

Leveraging IT incident tickets for automated diagnosis

Predicting the root cause from user ticket descriptions

Evaluation is based on performance metrics: precision, recall, f1-score, accuracy

Evaluated Methods

Data Exploration: Topic modeling, cosine similarity

Tokenization et Embeddings: BoW, TF-IDF, Word2Vec, BertTokenizer

Classifiers: SVM, XGBoost, LR, CamemBERT, FlauBERT, DistiiCamemBERT

Initial tests on a real IT ticket dataset show that user ticket descriptions alone

provide limited information for incident classification

Testing the hypothesis that semantic enrichment may improve incident ticket

classification by adding technical additional context from logs and metrics

e
Modele Accuracy | Precision Recall F1-Macro | F1-Weighted L |
[ vent viewer
SVM (Linear) 0.504 0.408 0.371 0.381 0.492 E
EoaiBlo 0532 0579 0.335 0.342 0501
Regression
B Forwarded Events
DistilCamemBERT 0.441 0.344 0.458 0.364 0.412
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